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W H I T E  P A P E R

Best Practices for Monitoring 
Virtual Environments 

We are at a critical inflection point in business and technology. Globalization, the 

Internet of Things (IoT), the cloud, virtualization, and mobile devices are forcing 

companies to extend their network edge—often into places where they cannot 

easily gain visibility. Budgetary constraints, technical limitations, security concerns, 

and performance issues prevent moving entire information technology (IT) 

infrastructures to the cloud, and that will continue to be the case for a while.  

In the meantime, enterprises are implementing a hybrid enterprise model,  

sending a mix of critical and non–mission critical workloads outside of their 

primary private cloud and on-premises environments.

External cloud-based applications can be a mix of Software-as-a-Service 

(SaaS) applications and customer-developed applications running on external 

Infrastructure-as-a-Service (IaaS) platforms. The business data exchanged among 

on-premises applications running at branch offices, private data centers, and 

the public cloud increases the complexity of the end-to-end visibility needed 

to identify and predict network outages, spot a security breach, and analyze 

mission-critical application performance issues. According to a recent Gartner Inc. 

research note1, “Lack of visibility proliferates due to the increasing use of cloud-

based apps, encryption, and general network expansion. Moving forward, IoT will 

1 Gartner. 2015. “Gartner Says 6.4 Bil l ion Connected ‘Things’ Will Be in Use in 2016,  
Up 30 Percent from 2015.” Press Release.

Lack of visibility 
proliferates due to the 
increasing use of cloud-
based apps, encryption, 
and general network 
expansion.

— Gartner



Page 2Find us at www.keysight.com 

add additional visibility challenges.” This prompts a need to rethink our approaches to 

end-to-end visibility and security in an increasingly complex virtualized world.

As IT decision makers work to implement and manage viable hybrid networks 

and environments, they operate in a business environment where application and 

network performance is essential to generating revenue and maintaining customer 

relationships. Monitoring tools require access to critical application data in these 

virtualized networks and off-site environments to ensure the reliability, security, and 

performance of mission-critical services. As enterprises and service providers adopt a 

number of new technologies, like software-defined wide area networking (SD-WAN) or 

microsegmentation, to improve the security of their infrastructure and performance of 

their critical services, the need for pervasive end-to-end visibility is further amplified.

Ultimately, as enterprise IT teams look into moving their critical workloads from on-

premises traditional data centers into virtualized, software-defined data centers (SDDC), 

or even public clouds, they often face a number of important questions:

• How can we ensure the availability, reliability, and performance of our mission-critical 
applications? 

• How do we get relevant critical data to analytics and monitoring tools, regardless of 
where they are located? 

• How can we tell which applications are suitable for the cloud, and how do we plan a 
successful migration? 

SD-WAN and Microsegmentation
The confluence of modern applications being increasingly hosted in geographically 

separate multi-tenant virtualized environments (i.e., branch office, enterprise data  

center, private or public cloud) is driving the need for administrators to ensure 

the security, performance, and end-to-end service quality of experience is not 

compromised. This is driving the rapid adoption of emerging SD-WAN technologies, 

which give IT teams new capabilities that lower costs and improve performance. A 

recent report issued by research firm IDC predicts the SD-WAN market will become  

a $6 billion industry by 2020. Any business that relies heavily on mission-critical  

SaaS applications (e.g., Office 365 or Salesforce.com) or Unified Communications (UC) 

and has a substantial number of branch offices, and mobile employees could benefit 

from SD-WAN deployment to improve network connectivity and reliability between 

branch offices and cloud-based applications.

SD-WAN market to 
become a $6 billion 
industry by 2020

—Gartner
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And, in multi-tenant cloud environments, there is a requirement for “microsegmentation” 

(i.e., enforcing security policies at a very granular level between individual workloads  

and applications). Microsegmentation can certainly deliver all of the required  

application-specific security policies and a more secure cloud overall, but what really 

makes microsegmentation viable (and not overwhelming) is concurrent deployment 

with an SDN-based network overlay; the microsegmentation policy configurations can 

be fully automated and are location independent. As new cloud applications are spun 

up, automating security policy provisioning and network security devices enables the 

on-demand service delivery organizations are looking for. It is not just about greater 

degrees of security. It is about faster, on-demand delivery of cloud applications. 

The increasingly fluid network environment and changing data center topologies  

make it difficult to enforce security policies that are persistent:

• Networks are renumbered.

• Server pools are expanded.

• Workloads move from one data center to another, from an on-premises virtualized 
compute infrastructure to a private cloud or even to the hybrid cloud during live 
migration or disaster recovery.

• Configured security policies are likely not enforceable downstream due to possible 
loose associations with the workload—IP address, protocol, and port. 

Microsegmentation resolves the above challenges by enabling persistent enforcement 

of security policies, ensuring the availability of security functions for the broadest 

spectrum of workloads throughout the virtualized data center or private cloud. Instead 

of relying on Internet Protocol (IP) addresses, security engineers can describe the 

inherent characteristics of the workload, such as what this workload will be used for, 

how sensitive the data will be that this workload will handle (i.e., financial data, personal 

identification information, etc.).

While proliferation of these technologies has many benefits, including improving 

application performance, saving costs, and heightening the level of security in a multi-

tenant virtualized data center, it also makes network visibility more difficult. If there is 

a network problem, businesses (or their SD-WAN providers) need to know where the 

problem is occurring throughout the service delivery path. As administrators look at 

wide-scale SD-WAN adoption, consideration should be given to an intelligent network 

visibility solution that provides reliable data access and distribution to monitoring tools 

across the end-to-end virtualized infrastructure—the remote enterprise campus, service 

provider’s private data center, or the public cloud.  

SD-WAN improves 
application quality 
of experience (QoE) 
and saves WAN costs. 
Microsegmentation 
solves east-west security 
issue. Both technologies 
make network visibility 
more difficult.
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Traditional and Software-Defined Data Centers:  
Visibility Challenges
Moving services to the cloud promises to deliver increased agility at a lower cost—but 

there are many risks along the way and greater complexity to manage when you get 

there. And while there is a great deal of publicity when these prominent public clouds 

suffer outages, it is no less damaging to the business when an IT department’s private 

cloud goes offline, even if it does not make the news. According a recent Forbes Survey 

of 468 chief information officers (CIO)s, two of the top five concerns they have about 

cloud computing are performance and availability2. IT’s challenge is to ensure the 

infrastructure that delivers critical services and applications is reliable, fast, and secure. 

In addition, businesses need to control costs, which means exposing hidden problems 

(blind spots) within the network, reducing time to resolution for problems, and creating 

a robust, resilient security architecture. Access to critical application data in these 

virtualized networks and hybrid cloud environments and dissemination to key analytics 

and monitoring tools is more important than ever to ensure the reliability, security, and 

performance of mission-critical applications.

2 Forbes. December 2013. CIO Survey. 

Figure 1. Pervasive data access and intelligent visibility across network boundaries.
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Unfortunately, most enterprises and service providers today struggle with these issues. 

Specifically, businesses experience a lot of pain points, including:

• Lack of intelligent visibility solutions in virtualized private or public cloud 
environments, which leads to elevated security threat exposure and an inability  
to sufficiently monitor and troubleshoot critical events.

• Blind spots have become such a serious security issue for enterprises and  
service providers that they prevent at least 75% businesses from knowing that  
they have suffered a security breach.3

• MTTR figures continue to remain high, with up to 85% of MTTR just spent on  
trying to identify the problem.4 

• Most businesses do not get optimal results from their monitoring and security tools, 
even though they make significant tool investments. 

Traditional data centers have invested in physical analytics and monitoring tools used by 

network operations, security, and application teams. They need to achieve end-to-end 

network visibility across their physical networks with their monitoring and out-of-band 

network security tools. 

The physical monitoring infrastructure employs physical data access taps, aggregators 

and packet brokers, and various analytics tools connected to aggregators for data 

collection or analysis. The combination of complete data access, intelligent visibility,  

and proactive monitoring creates a complete visibility architecture. Network taps can 

3 Verizon Data Breach Investigations Report, April 2016.
4 Zeus Kerravala, Principal Analyst, ZK Research

Figure 2. End-to-end data access and distribution in data center environment.
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be installed on every network link that needs to be monitored. This includes taps 

at the top-of-rack switch, between the data center and the core network, and even 

inside virtualized servers to monitor traffic on virtual networks. Consequently, you can 

very easily see exactly what is going on with your application in real time to address 

performance bottlenecks or possible indicators of compromise. In a virtualized data 

center or a private cloud, however, this model breaks down due to the virtual blind spot.

As more and more enterprises look into moving their critical workloads from on-

premises traditional data centers into virtualized, SDDC, or even public clouds, they 

often face a number of important questions associated with the  security, reliability,  

and performance of these services. How can you tell which applications are suitable  

for cloud and plan a successful migration? 

Key Considerations to Ensure Service Resilience in 
Virtualized Environments
The following are six critical considerations enterprise IT teams face when migrating 

mission-critical workloads to cloud and implementing services across distributed,  

mixed on-premises, and cloud infrastructures. 

Infrastructure and tenant separation (coordination of infrastructure 
provider and tenants)

Private and public cloud service providers who own the virtualized infrastructure host 

workloads from multiple customers (tenants) on top of the same shared virtual fabric. 

Depending on how the cloud service provider (CSP) addresses the confidentiality, 

integrity, and availability of tenant workloads, this could increase the attack surface,  

risk compromise of sensitive customer data, and result in compliance and Service  

Level Agreement (SLA) issues. Since both the infrastructure owner and the tenant 

implement their own security analytics and application monitoring solutions, the 

design of intelligent visibility for data access and distribution needs to serve both the 

tenant and the infrastructure separately. While the CSP does not and cannot generally 

store or access customer data, it still requires access to workload packet data to 

scan for botnets, enable Distributed Denial of Service (DDoS) mitigation, and scan 

for vulnerability attacks, thus protecting internal customers from internal and external 

attacks. The tenant requires its own monitoring and visibility into workload packet data 

for big data analysis, access control, and higherlevel security intelligence based on 

internal security policies.

A cloud tenant requires 
its own monitoring and 
visibility into workloads 
and packet data.
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Getting the right data to the right tool at the right time in the  
right location

Access to critical application data in these virtualized networks and off-site 

environments by monitoring tools is key to ensuring the reliability, security, and 

performance of mission-critical applications. The enterprise branch office, for example, 

has limited or no local IT staff and relies on the fidelity of NetFlow for continuous 

network monitoring and the maintenance of application quality of experience. Having 

granular access to application packet data in case of an event requiring further 

troubleshooting and fault analysis is important, however. While some monitoring and 

analytics tools may be deployed on-premises, most are usually deployed in a virtualized 

data center or private cloud. In cases where your data access and monitoring tools 

are taking place within the same virtualized data center, copying raw packet data for 

continuous 24/7 monitoring is still not practical, since around 80% of total data center 

traffic is east–west. However, getting the right information to the right tool in this 

environment is critical, again requiring filtering and context-awareness of virtual traffic 

at the source, generating a continuous NetFlow feed for most applications and packet 

data only where required on demand. 

Packet level data flows are often required for action to be taken. The best information 

possible is preferred, particularly if network managers need to exclude a user or a 

process, and “packets never lie.” For example, while Security Information and Event 

Management (SIEM) tools may uncover suspicious insider behavior based on a security 

alert generated by an intrusion detection system (IDS), more substantive proof is needed 

for legal action, in turn requiring packet data. So, getting the right data to the right tool, 

Figure 3. Monitoring distributed workloads across branch offices and the enterprise  
data center.
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at the right place, and at the right time requires a level of intelligent coupling between 

security, application analytics tools, and your visibility architecture for pervasive data 

access, intelligent packet processing, and distribution. This enables a higher level of 

security intelligence where your security and analytics tools get access to critical data 

from any virtualized environment, regardless of where they are located. 

Examples of such analytics and monitoring tools that would be deployed in your mixed 

physical and virtualized data center environments are:

• Application Performance Monitors

• Protocol Analyzers

• IDSs and IPSs

• Forensic Recorders

• VoIP Monitors

• CEM

• DLP Tools

Security

For many organizations, it often takes a network crisis before IT departments realize the 

consequences of this loss of visibility. Security teams may not realize until the  

time of a malicious incident that they cannot see virtual machine-to-virtual machine 

(VM-to-VM) traffic within the same physical host or inter-blade traffic on the same blade 

server and different hosts. Without this visibility, they cannot detect and investigate 

the attack, identify compromised resources, take corrective action, or prevent future 

attacks. A virtualized data center is just like any other segment of your network; if it 

has not been attacked, it probably will be. Or even worse, it may have been attacked, 

and you did not know. In the case of network performance monitoring, organizations 

typically do not appreciate the lack of visibility into virtualized resources until after they 

are well down the road of implementation. Virtualization projects, often driven quickly 

by valid business reasons, can introduce disconnects in the IT team, as network and 

security professionals often do not have access to the packet-level information they 

need for analysis.

When it comes to securing the virtualized environment from internal or external cyber 

attacks, the lack of advanced security forensics and analytics tools available for private 

and public cloud environments further exacerbates the issue. Most market-leading 

network security vendor products have advanced hardware-based security devices or 

virtual equivalents, but software versions are not always designed from the ground–up 

Many hardware-based 
security tools have  
virtual equivalents;  
they do not necessarily 
support multi-tenancy  
and cloud elasticity.
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to scale out as the service demand grows or to work in a multi-tenant private cloud 

environment supporting micro-segmentation.

When it comes to monitoring network traffic and distributing that traffic out to tools for 

analysis in these virtualized environments, several high-priority problems arise:

• How to collect packets in an environment where security is tight in order to protect 
network tenants from each other.

• Once packets are collected, how to ensure the security walls between network 
tenants are not compromised.

Elastic Scale

The most fundamental characteristic of an application or service designed to run in the 

cloud is elastic scale, characterized both by hyperscale deployments and by frequent 

changes to the current scale based on flexible demand. The intent is for deployments 

to take minutes not months, with end-users driving their own deployments, not systems 

architects. The goal is to scale out to potentially thousands of instances when demand 

is high, then scale back to a handful when demand is low. A physical environment 

might rely on vertical scaling—applying newer, faster, better, more expensive hardware 

to achieve scale. However, a virtual environment is much more likely to achieve 

performance through horizontal scaling—scaling “out,” rather than scaling “up.”

Once the enterprise moves its application workloads into a virtualized data center, 

IT administrators need a built-in strategy for achieving scale, not only for the specific 

application in question, but also for all the virtual network security and analytics tools, 

such as IDSs or forensic recorders. Your virtualized data access (i.e., virtual taps) and 

intelligent packet processing visibility solution (i.e., virtual packet brokers) need to 

scale on-demand, handling scale-up and scale-down events and going from zero to 

thousands of instances and back to zero without requiring administrator interaction 

during runtime.

Figure 4. Elastic, horizontal “scaling out”.
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When designing your virtualized data access and monitoring to address scale, elasticity, 

and flexibility, you should ask yourself these questions:

• How do we dynamically scale network monitoring in and out in conjunction with the 
scale of the underlying systems being monitored?

• Once packets are collected, how do we deliver them to a tool that is likely also to be 
virtual, to be in a dynamic location, and to automatically scale as needed?

• How do we let the administrator define its configuration in a way that accounts for 
dynamism and future changes, so that it is not forced to constantly 
revise it?

Performance

The idea that service performance in a virtualized environment can be achieved 

by ensuring the performance of a given virtual appliance running as a VM is a big 

misconception. Security and analytics tool vendors often take a hardware appliance, 

create a virtual version of it, and deploy it as a VM in some virtualized environment. 

A virtual environment is much more likely to achieve performance, as previously 

mentioned, through horizontal scaling. Thus, while maximizing the performance of 

an individual appliance is important (i.e., scaling up), designing your cloud service to 

leverage the underlying virtualized infrastructure to ensure scale out, elasticity, and 

multi-tenancy is also very important.

The primary challenge to managing network and application performance within a 

virtualized data center or cloud is also tied to enabling visibility and access to virtualized 

traffic. On physical networks, traffic flowing between groups of servers in the same 

subnet can be captured and analyzed in a fairly straightforward manner. In virtualized 

environments, the data may never traverse a physical switch or network, instead 

remaining in the same physical host, making monitoring difficult. Traffic passes from the 

virtual adapter to the virtual switch and back out again, without giving you a place to 

monitor traffic. Say you have a timekeeping application and a payroll application that are 

both virtualized; you will be completely unaware of what is happening to an application 

as it passes into your virtual data center. If a performance problem emerges with this 

mission-critical application, will you be able to pinpoint where the problem actually 

exists? If you need to prove regulatory compliance for your payroll and timekeeping 

applications, you might not have visibility, which is the virtual blind spot.
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Fault tolerance and reliability

Virtualization and cloud technologies, besides their complexity, are still new to network 

administrators and architects. Many administrators underestimate the complexity 

involved in ensuring the reliability, performance, and scalability of critical workloads in 

a virtualized environment. They may think that simply moving an on-premises virtual 

appliance to the private or public cloud is mostly what is required. The reality is quite 

different. You do not get 99999 service availability in some public clouds because it is 

simply achieved by deploying your application on a VM instance. On a per-VM basis, 

even a top three public cloud VM instance is less reliable than that of a top-tier on-

premises data center. In fact, instances fail quite regularly at scales of one thousand 

or more for a given cloud deployment. To account for this, companies, like Netflix, with 

massive Amazon Web Services (AWS) deployments regularly run autoscale events that 

deliberately kill Amazon Machine Instances (AMI) and add others instead with persistent 

configuration. You get reliability through redundancy in your application. This means 

designing your application so that no instance is a single point of failure. Also, you place 

your application in multiple availability zones and regions. This is all up to the tenant 

owner; the public or private cloud service provider does not do this for you. As a result, 

your application is much more complicated, and the number of VMs in the cloud would 

typically exceed those in an on-premises deployment. This complexity drives the need 

for pervasive visibility, providing data access and intelligent packet processing and 

distribution that is also fault tolerant, highly recoverable from its own failures, and can 

scale as the service grows.

What is the Solution?
Keysight provides the capabilities—and intelligence—to improve the effectiveness of 

your security appliances and the efficiency of your infrastructure with its integrated 

virtualized visibility platform. Our solutions help maximize monitoring effectiveness 

by ensuring proper access to the data you need, when you need it. We also make 

applications and networks stronger by delivering end-to-end visibility, removing network 

blind spots to deliver network data in any virtualized network or cloud to existing 

security and  

analytics tools.

Companies can use Keysight’s virtual data access and intelligent visibility solutions to: 

• Implement proper data access capabilities across physical, virtual, and cloud 
networks to capture better monitoring data for faster MTTR and resolution.

On a per VM basis, even 
a top three public cloud 
virtual machine instance is 
less reliable than that of a 
top-tier on-premises 
data center.

End-to-end visibility 
architecture makes  
your applications stronger 
and removes network 
blind spots.
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• Maximize the effectiveness of enterprise branch office and virtualized data center 
monitoring and analytics tools by leveraging our physical or virtual packet brokers 
to generate NetFlow on most east–west application and user traffic, and only use 
packet data from vTaps for critical application or security incident troubleshooting.

• Identify the issues causing limited throughput, hypervisor incompatibility, and 
excessive resource utilization across virtual tools, as well as root cause analysis 
and accelerate MTTR.

Next-generation data centers use virtualization technology to deploy private cloud 

environments on a single physical server or across a clustered group of servers, local 

and remote. Physical taps cannot see the traffic between VMs that reside on the same 

hypervisor (east–west traffic), nor can they “follow” VMs as they migrate from one host 

to another. Visibility is further reduced by the complexity of blade servers, with each 

blade running multiple VMs on a hypervisor. Traffic running on blade servers shares 

a common backplane and creates a network blind spot, since the physical network 

and its attached tools cannot see traffic above the virtual switch layer or the blade 

chassis network modules. Keysight’s virtual tap (vTap) delivers pervasive access to 

virtual data by monitoring all inter-VM traffic and capturing traffic of interest based 

on user-specified criteria. This capability enables the customer to forward packets to 

any end-point tool of choice—whether physical or virtual, local or remote—to achieve 

full visibility and verification across the private cloud infrastructure. vTap supports 

intelligent monitoring of virtual traffic in many environments: keyboard, video, and 

mouse (KVM); VMWare ESXi and NSX; Microsoft Hyper-V; and OpenStack.

Figure 5: Infrastructure and multi-tenant network visibility in the modern data center.
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What makes Keysight’s intelligent visibility platform especially powerful is the 

combination of vTaps and packet processing capabilities. Together, these functions 

enable packet and application flow filtering, NetFlow generation with advanced 

application identification and geographic location, secure sockets layer (SSL) 

decryption, load balancing, and many advanced packet-processing capabilities, 

like deduplication, header stripping, or fragmentation. The solution provides 

unprecedented insight into network traffic in both physical and virtualized multi-tenant 

environments. 

Keysight’s virtualized access solution has built-in self healing and fault tolerance. It 

continuously checks the availability of individual vTaps, and if one is unavailable, a new 

vTap is instantiated with the same configuration. vTap Manager continuously monitors 

its VM instance memory, central processing unit (CPU) load, and critical alerts to take 

self-healing corrective action, scale out based on application load, and if needed, 

create another monitoring VM instance with the same persistent configuration. 

The monitoring and flow configuration of the vTap service instance is persisted in 

the controller, so in case of a critical host failure like shutdown or reboot, the vTap 

service agent starts again automatically with the same configuration. vTap also offers 

multiple tapping and tunneling options for data distribution, including Generic Routing 

Encapsulation (GRE), virtual local area network (VLAN), and encapsulated remote 

switch port analyzer (ERSPAN) for maximum flexibility in virtualized environments.

Keysight’s integrated virtualized visibility products described in this whitepaper are 

all integral components of the cloud visibility platform CloudLens™. The CloudLens 

platform will extend the comprehensive reach Keysight already provides in the 

virtualized data center and private cloud into the public cloud. CloudLens is ultimately 

a wire-data collection system designed specifically to function seamlessly in private 

and public cloud deployments. CloudLens will effortlessly support rapid elastic-scale 

and self-serve installs for tenants in the public cloud with no help required from the 

cloud provider. Ultimately, CloudLens will provide maximum flexibility of monitoring 

options across the widest range of cloud providers, giving your business a transition 

path from private cloud to public cloud.

CloudLens platform 
extends the data access 
and intelligent visibility 
Keysight already provides 
in the private cloud into 
hybrid and public clouds.
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Conclusion
Regardless of how administrators segment their virtualized environment, which 

services and applications they deploy, or how they architect the SD-WAN, they need 

to ensure at least two critical functions are accounted for: access to wire data in both 

physical and virtual networks or cloud and intelligent processing and distribution of 

this data to analytics and data collection tools. This is required to eliminate network 

and security blind spots and ensure reliable, fast, and secure applications. 

You no longer have a network edge with SD-WAN deployments, because your 

network is one giant virtual private network. You have multiple entry points into your 

network or cloud services. All of these need to be monitored carefully, requiring the 

administrator to identify, locate, isolate, and ultimately monitor traffic of interest. Virtual 

data access and filtering rules are no longer based on IP address or a VM instance, 

but are based on workload attributes and type of traffic. Monitoring takes place based 

on availability zone, network segment, and security group to ensure availability. Your 

visibility solution should provide pervasive data access, intelligent packet processing, 

and distribution to monitoring and analytics tools in a multi-tenant virtualized network, 

meaning persistence, availability, and extensibility are of top priority. 

Learn how you can easily start eliminating the visibility and security blind spots of your 

virtualized environment and ensure proper access to the data you need, where and 

when you need it at https://www.keysight.com/my/en/cmp/2020/network-visibility-

network-test.html. 


