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Palo Alto Networks and 
Keysight Technologies
Intelligence to Secure the Enterprise

The Challenge
Cybersecurity is a moving target and time is of the essence. With many disparate 

parts and a lack of collaboration among selected vendors in enterprise networks, 

the fight against cyber threats could be an uphill battle. Integrated solutions and 

intelligence sharing within your monitoring infrastructure is paramount in defending 

against advanced persistent threats. Palo Alto Networks and Keysight provide an 

intelligent, scalable framework for detecting and responding to new threats, deploying 

new defenses, and staying a step ahead of today’s fast-changing threat landscape.

Keysight’s Network Visibility
All network and security operations (NetOps and SecOps) efforts have one 

thing in common: they are only as intelligent and efficient as they data they see. 

Keysight provides intelligent visibility across both perimeter and internal networks 

to optimize threat hunting, incident response, forensics, troubleshooting, and 

resilience. Adding policy enforcement functions across your east/west traffic 

provides better security controls between your network segments.

Key Benefits of the 
Integration
Respond faster with less 
effort using integrated Palo 
Alto Networks and Keysight 
solutions to see exactly what’s 
happening in your network. 

Keysight’s network visibility 
architecture integrates with 
Palo Alto Networks NGFW to 
analyze and act upon exactly 
the right network traffic.

Integrated network visibility 
and cybersecurity fast-
tracks analysis, streamlines 
operation, and optimizes use 
of resources.

Keysight bypass switches 
feature integrated Palo Alto 
Networks heartbeats to speed 
configuration and safeguard 
networks from link, power, and 
device outages.

S O L U T I O N  B R I E F
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Visibility proves vital to delivering a secure, high-quality user experience. Keysight’s 

Vision series of network packet brokers (NBP) and iBypass switches ensure the Palo 

Alto Networks Security Operating Platform and other analysis solutions receive the 

data they need from the north-south perimeter, and east-west internal portions of the 

network.

Vision NPBs load balance traffic through all available Palo Alto security appliances, 

remove unwanted data, mask personally identifiable information (PII), and offload 

decryption of transport layer security (TLS) and secure sockets layer (SSL) traffic from 

firewalls and other inline solutions. Bypass switches protect security devices, links, and 

networks from outages and promote rapid deployment of new monitoring tools as your 

network scales.

Palo Alto Networks
The Palo Alto Networks® Security Operating Platform prevents successful cyberattacks 

through intelligent automation. Their platform combines network and endpoint security 

with threat intelligence and accurate analytics to help streamline routine tasks, automate 

protection and prevent cyber breaches. Tight integrations across the platform and with 

ecosystem partners deliver consistent security across clouds, networks and mobile 

devices, natively providing the right capabilities at the right place across all stages of an 

attack lifecycle. 

Palo Alto Networks and Keysight
The integration between Palo Alto Networks and Keysight create a highly intelligent 

and integrated framework for scaling cybersecurity across your hybrid network. 

Security begins with end-to-end visibility, including packet-level data needed to spot 

anomalies and perform drill-down analysis to identify and contain threats. Keysight’s 

intelligent visibility architecture captures, aggregates, and processes packet-level data 

from networks for use in monitoring, analysis and forensics efforts. In addition to this 

comprehensive data delivery platform, Keysight has developed a specific heartbeat 

packet for Palo Alto Network’s NGFWs to speed deployment and provides reliability for 

a security operation that depends on uptime for protection. Tightly integrated solutions 

from Keysight and Palo Alto Networks promote insightful threat hunting and real-time 

incident response while improving security resilience – the ability of the network to 

return to a normal state after detecting a breach. 
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Use Case #1
Challenge

Preventing and recovering from outages and maintenance windows, increasing uptime.

Solution

Deploying Keysight iBypass switches with Palo Alto Networks NGFWs safeguards 

availability and gives information technology (IT) teams the flexibility to have tools “fail 

open” or “fail closed” so traffic can continue to flow in the event of link or power failure, 

or scheduled maintenance. Switches send pre-configured “heartbeat” packets to Palo 

Alto Networks firewalls to automatically verify and update status.

Use Case #2
Challenge

Identifying cyber threats and attacks that move laterally within your network, or at  

the perimeter

Solution

Provide reliable data to Palo Alto Networks NGFW via Vision NPBs, by instrumenting 

network visibility at the perimeter and in front of internal network segments

Response

Keysight’s visibility architecture feeds Palo Alto Networks solutions with exactly the data 

required packet-level data and network traffic, service chaining and load balancing  traffic 

to Palo Alto Networks for optimal use of resources. The integration combines security with 

network visibility to:

• Accommodate higher speed traffic and rising traffic volumes

• Service chain traffic through each type of Palo Alto security appliance needed

• Prevent network and application downtime

• Gain security visibility into encrypted traffic, while maintaining compliance to PII 
restrictions

• Add real-time application and threat intelligence from Palo Alto Networks

• Strengthen resilience and high availability of deployments
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Keysight Visibility architecture provides 
service chaining and load balancing for 
scalable, resilient data delivery to Palo Alto 
devices at both the North-South perimeter 
as well as the East-West internal network.

Bypass Switch Bypass Switch Bypass Switch Bypass Switch

Vision ONE

Aggregation
Redirection
De-duplication
SSL Decryption
Load Balancing
IxFlow Generation

Palo Alto Networks Next Generation Firewalls
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Learn more at: www.keysight.com

For more information on Keysight Technologies’ products, applications or services, 

please contact your local Keysight office. The complete list is available at:       

www.keysight.com/find/contactus

About Keysight
Keysight delivers a powerful combination of innovative solutions and trusted insight 

to optimize networking and cybersecurity. World-leading information technology (IT) 

manufacturers, service providers and enterprises rely on us to ensure a high-quality 

user experience while improving network and application performance, security and 

return on investment (ROI). Our solutions for testing, visibility, and security create 

a scalable framework for maximizing value and business impact throughout the 

technology lifecycle.

About Palo Alto Networks
Palo Alto Networks, the global cybersecurity leader, is shaping the cloud-centric future 

with technology that is transforming the way people and organizations operate. Our 

mission is to be the cybersecurity partner of choice, protecting our digital way of life. 

We help address the world’s greatest security challenges with continuous innovation 

that seizes the latest breakthroughs in artificial intelligence, analytics, automation, 

and orchestration. By delivering an integrated platform and empowering a growing 

ecosystem of partners, we are at the forefront of protecting tens of thousands of 

organizations across clouds, networks, and mobile devices. Our vision is a world 

where each day is safer and more secure than the one before. For more information, 

visit www.paloaltonetworks.com.  


