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SOLUTION BRIEF 

How Keysight Solutions Support the 
NIST Cybersecurity Framework 
Government network security is of paramount concern. Worldwide attacks continue to 
persist, if not grow, in frequency and intensity by hostile nation states. While details about 
government breaches are not always made public, there were over 7.9 billion civilian records 
stolen in 2019. 

The obvious response to this threat is to strengthen security practices. But how do you go 
about that? There are a myriad of security products on the market as well as a plethora of 
security architectures and concepts to choose from. What really works? 

Keysight believes the answer to this question is straight forward.  Eliminate blind spots by 
keeping your security architecture simple (yet effective) and follow the NIST Cybersecurity 
Framework. 

This solution brief supports this methodology by providing the following information: 

• a brief overview of the NIST Cybersecurity Framework  

• an illustration of Keysight solutions that support the framework 

• examples of how to apply the Keysight solutions 
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The NIST Cybersecurity Framework – An Overview 
When creating a formidable breach defense strategy, United States National Institute of 
Standards and Technology (NIST) Cybersecurity Framework1 is a good place to start. 
The architecture was completed in 2019 and mandated for United States Federal 
government agencies to use by Presidential Executive Order 13,800. Since the 
architecture is based upon sound cyber security principles, it is also completely 
applicable to any civilian business or other international government network. 

The NIST cybersecurity architecture has five core functions: 

• Identify 

• Protect 

• Detect 

• Respond 

• Recover 

Each of these functions has a clear purpose that is based upon best practices. For 
instance, the Identify function is designed to develop a better understanding of the 
organization to manage cybersecurity risk to systems, people, assets, data, and 
capabilities. Key activities here include asset management, governance, and risk 
management. This is obviously the foundation of any breach defense solution because you 
need to know what assets and capabilities you have. 

The Protect function supports the ability to limit or contain the impact of a potential 
cybersecurity event. This is the critical first line of defense and includes the ability to:  
actively stop attacks, block incoming and outgoing network communications to hackers, 
perform decryption to analyze incoming IP packets for threats, and perform threat analysis 
using inline security solutions. 

The Detect function enables timely discovery of cybersecurity events. Examples of this 
category include:  anomaly and events detection, continuous security monitoring, and other 
threat detection processes. Breach and attack simulation (BAS) solutions are a key and 
necessary part of this function. This includes the data collection process as well as the 
creation of actionable intelligence that can be passed on to a security information and 
event management (SIEM) for better threat correlation and detection. 

The Respond function supports the ability to contain the impact of a potential cybersecurity 
incident. This includes communication of incidents to the management team, analysis of 
attack vector, mitigation of any damage, and the creation of network improvements to 
prevent a similar attack in the future. Access to detailed and accurate threat intelligence will 
be important to the creation of a fix and the timely mitigation of any damage. 

 
1 NIST Cybersecurity Framework. https://www.nist.gov/cyberframework. 
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The Recover function supports a timely recovery to normal operations so that the impact 
from a cybersecurity incident can be reduced. Activities within this area include:  recovery 
planning, architecture and equipment improvements, and communications. A key step not 
to overlook during this stage is that you need to properly test any fix before you deploy it 
into the network. The last thing you want is a self-inflicted loss of service or to advertise 
that the problem has been fixed, when it may not be completely fixed. 

How Keysight Supports the Identify Function 
Keysight has a long history of supporting national and international standards. This 
includes government standards and architectures, like the NIST Cybersecurity 
Framework. When it comes to the Identify function, this is clearly about assessments – 
what equipment do you have, what applications are running on your network, the creation 
of escalation and reporting plans, the creation of risk management plans, and the creation 
of performance baselines. 

Keysight offers the following solutions in this area: 

• ad hoc security assessment and evaluation services  

• replication of data packets and distribution to performance monitoring tools to 
create a network behavior baseline 

Services Offerings 
Keysight offers resources to increase and expedite your Keysight product return on 
investment (ROI). Working alone or together with your engineers, our engineering staff will 
embed Keysight tools and technology into your business processes and to get your 
solutions up and running quickly.  

Services include: 

• assess and optimize network performance 

• gain visibility into network applications and services  

• harden mission-critical networks against attack 

• improve performance, security, and application delivery 

• perform functional, load, and performance validation 

• simulate unique network environments and peak traffic scenarios 

• create benchmarking and optimizing device performance 

• perform design reviews 

• document test plan review and Change Control Board planning 

• create method of Procedure for deployment  

Keysight has several offerings that include:  Test-as-a-service, visibility consulting, and 
pre- and post- deployment breach and attack simulation testing. 

http://www.keysight.com/
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Data replication to create performance baselines 
Network performance management (NPM) solutions are comprised of software-based 
tools that can take metrics from your baseline analysis, flow data, and information that can 
come directly from your network devices to give you a complete picture of your network. 
They are also typically used to create the initial baselines and create historical 
performance records.  

Taps can be inserted into the network to allow capture of the proper data at the right 
location. This gives you access to network data where and when you need it. After that, a 
network packet broker (NPB) can be used to capture network data and filter that data 
before it goes to the NPM tool. The NPB increases the efficiency of the tool by reducing 
clutter. Additional filtering of duplicate data removes the storage waste associated with 
storing irrelevant data.  

In fact, an NPB can be used to deliver the following benefits: 

• Aggregate data feeds from multiple sources (taps, SPAN ports, virtual taps, and data 
switches) and combine the information into a single data stream to the NPM tool. 

• Automatically filter out duplicate traffic to save tool disk space and processing 
resources. 

• Filter out uninteresting data to the NPM tool to make it more efficient. 

• Detect if the NPM tool is off-line and then immediately redirect traffic to another NPM 
tool on the network to provide redundancy/high availability. 

• Filters can be dynamically tightened as needed to ensure key traffic is always recorded. 

• Traffic can be load balanced across multiple NPM input ports to provide n+1 
redundancy and also to spread higher data rate traffic across lower rate input ports on 
the NPM tool. 

NPM tools and a visibility architecture can help you to stop missing critical network events. 
Instead, you can essentially rewind your network data to quickly troubleshoot sporadic 
performance problems. The NPM tools can also navigate to the exact moment a problem 
happened to show a detailed packet-level view of before, during, and after the incident.  

 
Figure 1. Data replication to monitoring tools with Keysight NPB creates performance baselines 
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How Keysight Supports the Protect Function 
The protect function is the main thrust of the cybersecurity architecture. This function is 
about creating a solid security architecture and the continual monitoring of that equipment. 
Examples of this security equipment includes:  

• firewalls and web application firewalls (WAF) 

• intrusion prevention systems (IPS) and intrusion detection systems (IDS) 

• breach and attack simulation solutions 

• security information and event management systems  

• threat intelligence gateways and unified threat management (UTM) 

• cyber range training 

• threat investigation applications 

• endpoint security solutions 
 
Keysight offers the following solutions to assist with multiple areas of this part of the 
security architecture. 

This includes: 

• Pre-deployment testing and validation of security infrastructure components (like 
firewalls, IPS, IDS, etc.) using DDoS and malware attacks. 

• Periodic post-deployment testing and validation of security infrastructure 
components using a BAS solution. 

• Inline bypass and NPB equipment to increase reliability and fail-over protection for 
inline security tool deployments (IPS, WAF, UTM). 

• Threat intelligence gateway solutions to prevent malware infiltration from known 
bad IP addresses and countries (e.g. North Korea, China, Iran). 

• SSL/TLS decryption capability to look for hidden malware and threats. 

• The use of user behavior monitoring and identification solutions (with geolocation 
capability) to spot potential indicators of compromise (IOC) using specific file 
transfer protocols or consuming inappropriate levels of bandwidth. 

• Cyber range training service for threat detection training (i.e. Red team vs Blue 
team). 

Let’s look at these areas in more detail. 

 

http://www.keysight.com/
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Pre-Deployment Testing 
Pre-deployment testing is about removing the risk and expense of deployment for new 
security architecture components in the vendor selection phase. Vendor specifications for 
components like firewalls, IPS, and other devices are often created from idealized test 
situations. This does not accurately reflect the performance of a given device under load 
and often leads to under-performance problems in the live production network. 

The solution is to use a special purpose tester in a lab environment to accurately categorize 
the performance of all components in a real-world scenario. Purpose-built testers like 
Keysight’s BreakingPoint solution can accurately generate different types of application 
data (voice, video, data) to load down a device under test (DUT) so that you can see how 
the device performs in a real-world environment. After that, BreakingPoint can launch user-
determined attacks like distributed denial of service (DDoS), viruses, trojans, ransomware, 
and other types of malware to help you understand how your proposed security 
architecture components will perform. 

The end goal is to understand what the performance of the different components really are 
so that you know how to dimension your components and predict a realistic hardware and 
programming cost. For instance, it may be that according to the vendor’s data sheet that 
you need four firewalls. Under realistic testing conditions, you may find that you need six to 
seven. This is big difference that impacts your budget and your solution maintenance costs. 
It is not uncommon for device to perform 20 to 30% lower than data sheets would indicate. 

BreakingPoint lets you simulate realistic, high-volume traffic with embedded threats and 
attacks including DDoS, exploits, malware, botnets and fuzzing. The BreakingPoint library 
contains more than 450 real-world application protocols and more than 46,000 attacks and 
malwares.   

Here is an illustration of an example BreakingPoint test configuration: 

 
Figure 2. BreakingPoint pre-deployment test example  
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Post-Deployment Testing 
To ensure that your network is working as designed and that the design is effective, you 
will need to test it. There is no substitute for this phase of architecture validation. Failure to 
adequately test your system dramatically increases risk and will exposes your agency to 
unnecessary risk. There are two important focal points when testing the production 
network.  

The first stage of production network testing is to launch controlled attacks against it. A very 
common exploit is a denial of service (DoS) attack. This is where the attacker launches 
multiple information requests against your web traffic server. Attackers send large volumes 
of SYN packets to servers, using spoofed source IP addresses. The SYN flood creates 
multiple embryonic connections which consume all of the server resources, shutting down 
legitimate services running on the server. These requests are launched so fast and so 
frequently that the web server cannot process customer requests for information and 
increases the risk that the server ends up crashing. 

Keysight’s BreakingPoint reduces this risk. It can be used for periodic DDoS testing of 
live network defenses. This solution simulates low-scale DDoS in your own lab and 
provides you a basic idea of how it will behave when it is under attack. BreakingPoint 
can also simulate millions of connections hitting your server just like in a real, Internet-
scale attack. 

 

Figure 3. BreakingPoint DDoS simulation dashboard 
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BreakingPoint is the industry’s most comprehensive solution to test network security 
devices—such as IPSs, IDSs, firewalls, and DDoS mitigation. It measures a device’s 
ability to protect a host by sending strikes and verifying that the device successfully 
blocks the attacks. Simply select a Strike List and an Evasion Setting to create a 
security test or use one of the default options. 

This solution: 

• supports over 46,000 strikes and malware and the attacks can be obfuscated by 
over 100 evasion techniques 

• emulates botnets, from zombie to command and control (C&C) communication 

• simulates a variety of volumetric, protocol, and application-layer DDoS attacks 

• generates legitimate and malicious traffic from the same port—purpose-built 
hardware design allows sending all types of traffic simultaneously from a single 
port, with full control of the weight/mix of legitimate traffic, DDoS and other attacks, 
malware, and fuzzing 

The second useful type of network testing focusses on the production network. This type 
of testing ensures base level control system security resilience using regular, 
comprehensive, and safe security assessments on the production network. In order to 
measure security effectiveness, cyber teams need operational insights into the 
effectiveness of their security posture and actionable intelligence to improve it. Once 
weaknesses are observed, they can be analyzed to determine if there really is a problem 
and what isjust a testing anomaly.  

Keysight’s Threat Simulator is an element of our Breach Defense product family that 
performs this activity using continuous tests of your live network cyber security 
defenses, WAF, and web policy engines to identify any vulnerabilities. Once identified, a 
patented Recommendation Engine provides detailed easy-to-follow instructions on how 
to optimally configure your security products to close those gaps and improving your 
security. 

For simplified deployment and cost-effectiveness, Threat Simulator is a pure software 
solution. An intuitive dashboard shows vulnerabilities, audit status, and security 
measurement over time.   

http://www.keysight.com/


Find us at www.keysight.com Page 9  

  
Figure 4. Keysight Threat Simulator dashboard 

This solution allows you to run assessments on a fixed schedule or automatically when 
a change is detected (security policy, new malware release, etc.). Threat Simulator 
automatically reassesses your environment, so you are continuously aware of your 
security effectiveness.  You can see which attacks you’re vulnerable to, how to address 
them, and what steps to take if your existing solutions cannot block them. 

Threat Simulator never interacts with your production servers or endpoints, so your 
network is completely safe.  Instead, it uses isolated software endpoints across your 
network to safely exercise your live security defenses. Keysight’s Dark Cloud, our 
malware and attack simulator, connects to these endpoints to test your security 
infrastructure by emulating the entire cyberattack kill chain—phishing, user behavior, 
malware transmission, infection, command & control, and lateral movement.   

Using tight SIEM integration, Threat Simulator analyzes the detection and blocking 
capabilities of your entire security array, quantifies your exposure to specific threat 
vectors, and shows attacks that got through and how to fix the problems based on your 
particular firewall. 

Inline Bypasses and Network Packet Brokers 
A critical component to any security architecture are the inline security tools (IPS, WAF, 
UTM, and others). An often-overlooked consideration is how do you insert these tools into 
your network to optimize current and future operations? The answer is to deploy inline 
bypass switches and NPBs. These two devices give you the flexibility and control that you 
need to make your security tools successful. 

Direct deployment of individual inline security tools creates a primary line of defense. At the 
same time, these tools can also result in single points of failure. Even a strong mix of 
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security and analytics tools can lead to network reliability risks as regular rebooting, 
maintenance, and upgrades of those tools increase the chances of a network outage. The 
deployment of an external bypass switch allows fail-safe deployments of inline security and 
monitoring tools to ensure high availability and maximum uptime.  

An external bypass offers the following benefits: 

• It eliminates single points of failures for inline tool deployments with a bypass switch. 

• The mean time between failure (MTBF) of an external bypass switch can be up to five 
times better than an integrated bypass. 

• It provides more flexibility to add or remove inline security tools without network 
impacts. 

• An external bypass switch eliminates downtime from tool upgrades and removal. 

A packet broker adds another layer of data visibility to the security architecture. This device 
sits between the bypass switch and the inline security appliance(s). It provides the ability to 
aggregate, filter, deduplicate, load balance, as well as decrypt secure socket layer (SSL) 
and transport layer security (TLS) traffic. It can also provide serialized data to a chain of 
security tools for deep data analysis. The main purpose of the packet broker is to optimize 
the flow of data going to the security tools. 

The primary benefits of a packet broker are that it can help you with the following: 

• improved uptime 

• the ability to make real-time decisions 

• extensive fail-over options 

• cost savings resulting from load balancing across multiple tools 

• built-in recovery options 

• reduced complexity from a simplified architecture and serial tool chaining 

• diversion of bad traffic to a honeypot 

The following diagram shows the deployment of a bypass switch and inline NPB in a basic 
security architecture. 

  
Figure 5. Inline security architecture fortified with a bypass and NPB  
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The Value of Threat Intelligence Gateways 
Even with firewalls, IPS tools, and a wide array of security tools in place, businesses still 
miss clues and suffer major breaches every day. Why? Because the sheer volume of alerts 
generated places a huge processing drain on the security team and the infrastructure itself. 
This translates into wasted time and money as well as an increased risk of falling victim to 
an attack. 

By pre-filtering known bad IP addresses and traffic with a threat intelligence gateway, you 
can stop unwanted traffic from ever reaching inline security tools like an IPS. This includes 
malware, viruses, botnets, phishing attempts, and other exploits. Blocking large volumes of 
traffic based on IP address, location, and bad behavior enhances your security architecture 
performance and reduces your team’s “alert fatigue.” Automatic system updates eliminate 
the need for manual updates of known bad IP addresses. This saves hours of configuration 
time over a firewall approach. 

Keysight’s threat intelligence gateway, ThreatARMOR, enables you to detect non-
trustworthy endpoints through Keysight Threat Intelligence tracking and prevent malware 
infiltration from known bad IP addresses and countries (e.g. North Korea, China, Iran). 
ThreatARMOR is the only network security solution with real-time threat intelligence for 
every IP Address on the internet. This threat intelligence is updated every five minutes and 
can be deployed to alert or block when a foreign or domestic IP Address begins to exhibit 
signs that it has been infiltrated and is no longer tactically safe for communications. 

 
Figure 6. Example of ThreatARMOR placed inline to prevent malware infiltration 

SSL/TLS Decryption 
Unfortunately, we live in an age where the stakes are high for both individuals and 
organizations that fall victim to data theft. It is for good reason that SSL and TLS 
(commonly referred together as SSL) encryption has soared (and continues to soar) in 
popularity. According to Fortinet, 72% of all internet traffic uses encryption.2 

 
2 "Quarterly Threat Landscape Report." Fortinet. https://www.fortinet.com/content/dam/fortinet/assets/threat-reports/threat-report-

q3-2018.pdf. 
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SSL encryption is a powerful weapon in the battle for data security, but its greatest strength 
is also its greatest weakness. Encryption hides at-risk data. But it can hide other, less 
innocuous, things too. Cybercriminals can take advantage of SSL encryption, camouflaging 
malware, and other undesirables in encrypted data, so that they can sneak into and around 
company networks undetected. Since many network tools cannot inspect SSL-encrypted 
data, you must decrypt and then inspect data. 

Direct tangible threats such as malicious code can hide in SSL-encrypted traffic disguised 
by the encryption process. This malware is particularly sophisticated and likely to be part of 
an advanced, sustained attack on an organization. For example, in 2014, researchers 
found that Dyre malware could capture and transmit data before encryption occurred. 
Another example is the Zeus botnet, which uses SSL communications to upgrade itself.  

This solution has the following benefits: 

• NPBs allow for distribution of encrypted data to decryption devices and then the 
distribution of the now-unencrypted data to various tools, such as WAF, IPS, and 
DLP. 

• It exposes hidden threats by using an NPB to efficiently distribute data to active 
decryption technology appliances, such as A10 and Blue Coat. 

• It alleviates the decryption load on individual security appliances (IPS, DLP, NGFW) 
that would have needed to decrypt the data, making those devices more efficient 
and faster at the stated purpose. 

Keysight's SecureStack functionality can perform active SSL/TLS decryption and 
enables government organizations to see inside packet data with ephemeral key 
cryptography. The solution handles 10 million concurrent sessions with up to 8 Gbps 
throughput and supports multiple encryption ciphers and key sizes including: 3DES, 
RC4, AES, SHA1/521/384/256/224, MD5, ECC (Elliptic Curve), RSA and Diffie-Hellman 
Key Exchange. When using this product, there is no impact on application identification 
and filtering performance. It also works simultaneously with important NPB features 
such as NetFlow generation, data masking, packet captures, and application 
forwarding. 

 
Figure 7. Inline security solution with internal SSL/TLS decryption 

IPS
WAF

Other tool

Analyze data for
security threats

Firewall Switch ServersBypass
switch

Network 
packet broker

Encrypted 
traffic

Internal 
SSL decrypt

Mitigate security risk due 
to encrypted malware

http://www.keysight.com/


Find us at www.keysight.com Page 13  

User Behavior Monitoring and Identification Solutions 
Application intelligence can be used to help improve network security by exposing 
indicators of compromise. Packet brokers can perform filtering and other functions for 
application data, flow data, and metadata to provide a higher level of intelligence within 
your visibility architecture. This intelligence provides actionable insight that you can use 
to see macroscopic trends and indications of issues across your network.  

Keysight's AppStack solution detects known and unknown applications (static, dynamic 
or even customized apps) through the use of application signatures. Application 
identification and filtering based on signature, browser, OS, IP address, and 
geolocation information and then forwarded on to the right security tools. The solution 
allows for quick separation of traffic flow by application type (video, email, web), device 
type, operating system (OS), browser type, carrier, and border gateway protocol 
autonomous system (BGP AS) number. 

This solution has the following benefits: 

• user data is collected in real-time 

• geolocation of user and endpoint is passed along 

• operating system/browser information is captured 

• dynamic application discovery is supported 

• data masking of sensitive data can be performed 

A fundamental use case is to use AppStack and its geolocation capability to spot 
potential IOC by looking at specific file transfer protocols or the consumption of 
inappropriate levels of bandwidth. For example, the following diagram illustrates a bad 
actor somewhere in Eastern Europe performing unauthorized data exfiltration. The bad 
actor gets into your network and starts transferring files from a server in Dallas, TX 
back to their location. Application intelligence, or at least the Keysight version of it, can 
combine application information, bandwidth information, and geolocation information to 
show you that someone in that part of Europe has accessed the Dallas server using 
FTP and is transferring that data to a location back in Eastern Europe.  

So, is this a problem? Well that depends upon whether you have any authorized users 
in that part of Eastern Europe or not. If not, you should probably investigate this as 
soon as possible. In any case, you have the information right in front of you, it’s up to 
you what you do with it. 

http://www.keysight.com/
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Figure 8. Keysight’s AppStack captures indicators of compromise 

Another concern for government agencies is regulatory compliance. For instance, 
regulations over the last several years typically demand that personally identifiable data be 
secured whether at rest, in motion, or in use. A common way to secure this data in 
monitoring solutions is to add masking of the data to protect it as it is passed downstream 
to other tools. This is one of the “top 5” most commonly used packet broker features, 
according to a research survey conducted by EMA for Ixia in 2016. 

Once the data is masked, it can still be used. For instance, for credit card data you would 
only mask the first 12 digits and leave the last four unmasked. This would allow tools to 
search the data to find specific credit card number usage. Maybe you leave the first digit 
unmasked as well. This allows your tools to perform searches to categorize the types of 
credit cards in use – American Express, Visa, Master Card, Discover, etc. 

Regular Expression (Regex), searching is another application intelligence capability that 
can be enabled to let you search the data as well. Once the specific information, or type of 
information, is found that matches the search criteria, that data can be sent off to a tool for 
processing, like a DLP or something. This search capability allows your tools to be more 
effective as they have less data to sift through. 

Cyber Range Training 
Cyber range training can be conducted to help your team recognize different attacks, or at 
least different types of attacks. This is an important, but often overlooked, activity. ISACA 
reported that 55% of security leaders say that practical hands-on experience is the most 
important qualification for a cybersecurity.3 ESG, which is an analyst firm, found that lack of 
proper cyber skill is leaving 25% of organizations exposed to cyber attacks.4  

One of the problems with creating a cyber range is the cost. This is one of the reasons that 
government agencies should look into organizations that offer professional services in this 
area. The service could either be a red team vs. blue team training activity or could be a  
different type of service that shows you how to set up your own, virtual cyber range. 

 

3 “State of Cyber Security 2017”, Isaca. February 13, 2017. https://www.isaca.org/cyber/Pages/state-of-cyber-security-
2017.aspx?cid=pr_1209342&appeal=pr. 

4 The Life and Times of Cybersecurity Professionals, Jon Oltsik. Enterprise Solution Group and ISSA. November 2017. https://www.esg-
global.com/esg-issa-research-report-2017. 
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Keysight provides service offerings for both instances that creates a realistic training 
environment using Keysight’s BreakingPoint malware generator.  

 
Figure 9. Example of a cyber range using bad traffic to attack the network  

How Keysight Supports the Detect Function 
The third function of the NIST cybersecurity framework is the Detect function. As the name 
implies, the purpose of this function is to detect whether an attack has been successful and 
if there was a breach of information. 

Keysight offers the following solutions to assist with this area in the security architecture. 
This includes: 

• automated data filtering and responses to SIEM alerts 

• data filtering to optimize deep packet inspection (DPI) tactics by DLP and threat 
hunting solutions 

• continuous (automated) security testing of live production networks 

• access to a constantly updated library of specific malware variants and how they 
work 

• capture of metadata that allows you to analyze (in a lab situation) how the exploits 
took place 

• access to real-time information about suspicious activity on your network 

Additional details on these use cases are provided in the following sections. 

Automated Responses to SIEM Alerts 
Dynamically changing security threats mean that what a government agency needs to 
monitor is constantly changing. In addition, increasing network speeds makes it impractical 
to perform deep packet inspection on all traffic. Automation of network monitoring functions 
allows you to align your tools with dynamic network changes to increase operational 
efficiencies and create an adaptive monitoring environment. SIEM solutions are powerful 
tools that can be used to assist in this area. SIEMs use log data to provide a wide view of 
the network and have powerful correlation capabilities to detect anomalies. However, 
SIEMs do not provide packet-level visibility to analyze anomalies in detail. While most 
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enterprises currently use their SIEMs for reporting and compliance, mitigation is an up-and-
coming use case. Packet-based tools like forensic recorders, IDS and sandbox solutions 
provide needed detail, but it is not often practical to deploy them everywhere. 

This is where an NPB plays a critical role. NPBs can automatically respond to SIEM REST 
calls with actions in near real-time to capture suspect packet data. A faster response to 
problems results in faster incident detection, faster MTTR, and reduced risk. 

A SIEM integration allows government agencies to leverage their investments in SIEM and 
packet-based tools to dynamically adjust what they monitor and protect. Some of the SIEM 
solutions on the market include:  IBM QRadar, MicroFocus ArcSight, LogRhythm, and 
McAfee. Manual processes are automated to speed incident detection and mitigation. 
Operational expenditures (OPEX) and capital expenditures (CAPEX) costs are also 
reduced. 

NetFlow data can also be delivered to security and analysis tools, like a security 
information and event management (SIEM), for analysis and security decisions. The SIEM 
could have the information quarantined, or it could be delivered to a storage device so that 
an IT engineer can review the data as part of a possible breach and remediate the threat. 
This adaptive monitoring solution allows the automated data center controller to send 
commands to an NPB using a RESTful interface to initiate various functions (e.g., apply 
filters, add connections to more tools, etc.) in response to external commands. REST 
application programmable interface (API) calls from the SIEM reconfigure the NPB to send 
traffic of interest to any connected security tool. 

 
Figure 10. Example of an NPB using automation to respond to SIEM instructions 

Data Filtering to Optimize DPI Solutions 
Data filtering can optimize DPI solutions by using NPBs to deliver data captures to DLP 
and threat hunting solutions for DPI. This allows SOC teams to perform active threat 
investigation. There is a misconception that breaches happen within the span of a 
couple minutes. Breaches can actually go on for days, weeks and even months. The 
faster you discover a security threat and stop it, the faster you can limit (or even 
prevent) the exfiltration of data, which is the actual breach itself. 
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What is important is to simplify search activities so that you can execute threat 
detection with less effort. To that point, there are two things that you can deploy quickly 
to help in this area. The first activity is to install a packet broker and use it to filter 
monitoring data before the data is sent to purpose-built threat hunting tools like DLPs 
and IDSs.  

In this use case, a copy of selected network data is made and then sent to the NPB to 
sort and filter. That data is then sent on to the tools and analyzed at some time in the 
future. Because the timeframe is less critical here, more time can be spent on 
performing a deep dive into the packet data to find indicators of compromise, 
suspicious code, malware markers, etc. After the tool, or tools, perform their deep 
packet inspection, an alert is triggered if something suspicious is found. 

A second activity is to use the application intelligence from Keysight’s AppStack 
solution. When you look at the network using a macroscopic viewpoint, there are trends 
that can be identified. For instance, if you use application filtering and geolocation 
capabilities, then you can track the movement of data by application type across your 
network.  This can expose indicators of compromise. 

AppStack’s application intelligence has other uses as well. You can observe if rogue 
applications are running on the network or if security mechanisms (i.e. applications) are 
being bypassed, or if someone is routinely storing data off network on DropBox or 
some other application. 

 

Figure 11. NPBs and AppStack enable deep packet inspection 

Continuous Security Testing of the Network 
The Keysight Threat Simulator solution mentioned earlier can also be used for 
continuous (automated) security testing of the live network. Instead of using Threat 
Simulator on an ad-hoc basis, it can be set to run at specific intervals. This increases 
the probability of observing information about new security attacks as they reveal 
themselves. 
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Access to a Library of Malware Behavior 
Threat intelligence solutions provide general knowledge and education on how specific 
malware variants operate along with a catalog of current malicious sites. However, for 
any threat intelligence feed to be useful, the research needs to be clearly and easily 
understandable. This allows the SOC team to recognize and understand whether the threat 
is malware, a botnet, hijacked IP, phishing activity, or some other exploit.  

Once you have the correct data, you can derive have actionable information. This lets you 
indirectly or directly take actions on the data. One example of an indirect action is that most 
next-generation firewalls (NGFW) can import threat intelligence information to conduct 
automated blocking of malicious, exploit, and botnet sites based upon that data. 

Examples of direct activities include: 

• detecting and stopping IoT attacks 

• tagging suspicious or rogue applications and monitoring them for unusual activity 

• tracking traffic to or from unauthorized geographies 

• tracking questionable file transfers and brute-force attacks 

When it comes to threat intelligence feeds, the right research is crucial. For example, 
Keysight’s Threat Intel solution is an always-on database of real-world threats backed by 
Keysight’s ATI Research Center. All database sites have 100% proof of recent malicious 
activity. SOC teams can access the full database to research threats and understand 
evidence of malicious activity, including automated SIEM access. 

Access to Metadata to Recreate Attacks and Study Them 
Another extremely useful capability is to recreate the attack and attack vector within a 
lab environment. This allows you to understand how the attack moves within a network. 
Packet data can be captured with Keysight AppStack product and the Keysight Packet 
Capture Module. Keysight’s Traffic Rewind solution is added to analyze the captured 
data how the attack took place. In addition, you can record network traffic dynamics 
including application type, bandwidth distribution, and application behavior using 
NetFlow information. This allows you to view attacks in the lab for tactical analysis of 
how a breach took place. The realism of the production network can be reproduced 
within the lab for deep analysis.  

For this use case, Keysight has created a unique solution called TrafficREWIND which 
combines Keysight’s visibility and test expertise to improve fault analysis and also 
validate architectures and devices before deployment. TrafficREWIND translates 
production network insight from the AppStack application intelligence product into test 
traffic configurations. The resulting configuration can be used by the BreakingPoint 
security test solution to better analyze network security threats. 
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TrafficREWIND is a virtual appliance that can be easily deployed anywhere in any 
production network. It offers a scalable real-time architecture to record and synthesize 
traffic characteristics over extended periods of time (up to 7 days), without legal- or 
compliance-related concerns in recording or sharing actual data payloads. This allows 
not only replicating the traffic profile with the associated real-world applications, but 
also adds an unprecedented test dimension of dynamically changing traffic composition 
over time to model the temporal nature of networks and applications. AppStack 
leverages IxFlow, Keysight’s unique set of NetFlow extensions, to feed application-level 
insights into TrafficREWIND. This rich NetFlow metadata includes a wide array of 
network activities along with application and device behavior seen in production 
networks. This creates a solution that can improve fault analysis or be used to validate 
architectures and devices before deployment. The network insight captured in 
AppStack metadata bolsters the BreakingPoint solution with traffic realism. 
TrafficREWIND`s approach, combined with the BreakingPoint test solution, can save 
agencies hours of downtime per year. 
  

 
Figure 12. Correlate production traffic with test environments to reduce MTTR 

Access to Real-time Information 
Another extremely important activity is to access real-time information about suspicious 
activity on your network. Keysight’s Threat Insights feature provides this real-time 
information. The threat insights feature, included in Keysight's SecureStack product, is a 
part of the Application and Threat Intelligence (ATI) subscription available with Keysight’s 
NPBs. This feature helps to secure your network by identifying threats without 
implementing a dedicated security solution or acquiring an additional threat intelligence 
feed. Threat examples include:  malware, DoS, DDoS, IoT exploits, botnets, hijacked IPs, 
and phishing activity.  

The Threat insights feature uses the same ATI database used by other Keysight products, 
like BreakingPoint which simulates realistic traffic conditions and relevant attacks, 
ThreatARMOR which filters out untrusted countries, malicious sites, and harmful IP 
addresses, and Threat Simulator which simulates security attacks on a production network. 
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An overview of the latest threat activity can be accessed through the threat insights GUI 
available in the AppStack dashboard. For storage and deeper analysis, the threat 
information can be exported via new IxFlow (Keysight enhanced NetFlow) fields to NetFlow 
collectors. The possibility to export the threat information via NetFlow allows you to build a 
security solution by enriching the feed to your NetFlow collector with threat information. 
Plixer’s Scrutinizer system has already included the new IxFlow fields. 

The solution supports a “Top Threat” widget that presents a summary of the threat activity 
in the AppStack dashboard. To drill down and get additional information about the threat 
activity, the widget can be expanded, or the user can click on a threat type. The default 
view is the “Map View” for an overview of the activity by geographies. 

A “Filter View” allows the user to quickly narrow down the search by filtering threats by category, 
geography, target country, etc. 

 
Figure 13. Example of a Threat Insights dashboard  

In both the Map and Filter views, selecting a specific session triggers a query to the ATI 
database for additional information from the Rap sheet. The user can query the database 
for a specific IP and the query can be issued programmatically for integration with third 
party applications.  

Threat insights identifies threats but does not block them. Keysight’s ThreatARMOR is an 
independent threat intelligence gateway that can block untrusted countries, malicious sites, 
and harmful IP addresses. 

How Keysight Supports the Respond Function 
The fourth function of the NIST cybersecurity framework is the Respond function. Once an 
attack is identified, you must respond immediately to prevent a breach a breach of 
personally identifiable information (PII) or classified information. 
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Keysight offers the following solutions to assist with multiple areas in the security 
architecture. This includes: 
• prevent data exfiltration to known bad IP addresses 
• test security fixes against real-world malware variants before production rollout 

Additional details on these use cases are provided in the following sections. 

Prevent Data Exfiltration 
Even with firewalls, IPSs, and a wide array of security tools in place, agency defenses can 
still miss clues and suffer major breaches every day. Why? Because the sheer volume of 
alerts being generated places a huge processing drain on the security team, as well as the 
infrastructure itself. This is one of the sources of infiltration.  

Keysight’s ThreatARMOR threat intelligence gateway can be used to prevent data 
exfiltration. Since new malicious sites pop up all the time, it is possible that a threat can slip 
by a threat intelligence gateway initially to get into the network. However, since the 
database receives constant updates with new known bad IP addresses, it is entirely 
possible that after the malicious attack (like malware or ransomware) detonates, that 
outgoing traffic to that now known bad IP address will be stopped. This includes outgoing 
communications such as command and control back to the hacker or the exfiltration of 
actual network data. Even if the attack is successful, if the threat is caught in time, it may 
be that no network data is exfiltrated and that no breach occurred. 

In this use case, outgoing data to known bad IP addresses can identified and deleted 
before it actually leaves the network. Even though the threat may have made it through the 
threat intelligence gateway, automatic system updates of known bad IP addresses a couple 
days later can still prevent the exfiltration of some or all of the data since the malware can 
exist for days, weeks or even months on the network. The automated updates also 
eliminate the need for manual updates and creates the faster response times needed. In 
the end, the attack may have breached the network, but the pay-off (the data they wanted) 
can still be prevented. 

 
Figure 14. Keysight’s ThreatARMOR prevents the exfiltration of data 
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Test Security Fixes Before Production Network Rollout 
Security threat simulation tools are often used in the Defensive Security architecture to test 
equipment and help you buy and dimension your security tools. However, they can be quite 
useful in a resilient architecture as well.  

These simulators allow you to tune and balance your system better. This is especially 
useful when you are trying to recover from a breach. You’ve eliminated the threat, but how 
do you protect yourself in the future from a similar type of threat? The threat simulation tool 
allows you to recreate this threat, which is probably some specific piece of malware. You 
can then, in a lab situation, see the real performance impact of various alternatives that you 
want to try. For instance, maybe you want to turn SSL decryption on and start to inspect 
your network with inline tools. Maybe you want to look at the impact of using different SSL 
keys and ciphers, the latency due to SSL, how application filtering for data from different 
geographies and traffic mixes would affect your network, or how will DDOS mitigation will 
affect your network performance. Now you can run “what if” scenarios. You could even add 
some other testing applications, like IxLoad from Keysight, that shows the impact to real 
video and voice traffic and the impacts to network scale by making changes to your security 
architecture.  

Keysight’s BreakingPoint application can be used to test your security architecture fixes 
to ensure they actually work. This is important because you can’t just implement new 
security fixes at will – as these might cut services to internal or external customers. 
Causing a new outage is not going to help you and could be a resume update generating 
event. 

Specifically, BreakingPoint can be used to: 

• tune and balance your system better – See the performance impact of architecture 
changes (SSL key and cipher impacts, latency due to SSL, how would Application 
Intelligence look with different geographies and traffic mixes, how will DDOS mitigation 
affect your network performance, etc.)  

• run simulations for configuration and optimization – when problems arise you can’t just 
cut services as that will impact your customer 

• run “what if” scenarios – see SSL performance impacts to video and voice at scale 

How Keysight Supports the Recover Function 
The fifth function of the NIST cybersecurity framework is the Recover function. This 
function is about returning your network to a secure, steady state mode of operation, 

Keysight offers the following solutions to assist with multiple areas in the security 
architecture. This includes: 
• conduct periodic security testing of live network after fix  
• verify that there is no lingering infection 

Additional details on these use cases are provided in the following sections. 
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Conduct periodic security testing of live network 
SOC teams should run assessments both on a fixed schedule and automatically when a 
change is detected (security policy, new malware release, etc.). This will let you see which 
attacks you’re vulnerable to, how to address them, and what steps to take if your existing 
solutions cannot block them.  

The previously mentioned Threat Simulator product from Keysight can be used for 
periodic security testing of the live network after a fix is applied. This allows for 
continuous and focused testing of this exploit to check for any reoccurrence. 

Verify There is No Lingering Infection 
The Threat Insights feature included within the Keysight AppStack product can be used to 
actively look for suspicious activity after you think you’ve fixed everything related to a 
breach. This gives you an avenue to ensure that there is no lingering infection. 

The “Top Threat” widget presents a summary of the threat activity in the AppStack 
dashboard. To drill down, and get additional information about the threat activity, expand 
the widget or click on a threat type. The default view is the “Map View” for an overview of 
the activity by geographies. 

 
Figure 15. AppStack dashboard with Threat Insights information 
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Conclusion 
The right security solution is important to every government agency. While some threats 
are universal, others are specific to particular agencies. To create an effective defense, a 
general framework like the NIST Cybersecurity architecture can be used. This framework 
lays the foundation for a good security architecture. 

The exact security solutions for any given architecture need to be analyzed and then 
executed upon with sheer precision. Keysight technologies delivers effective solutions that 
can: 

• optimize the testing of network defenses 

• create self-healing architectures 

• collect and screen important security-related data 

• deliver actionable intelligence to maximize defense and cyber resilience  
 

See for yourself how security solutions from Keysight Technologies can strengthen your security 
architecture and improve your NIST cybersecurity architecture. 
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Learn more at: www.keysight.com 
For more information on Keysight Technologies’ products, applications or services, 
please contact your local Keysight office. The complete list is available at: 
www.keysight.com/find/contactus 
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