
 
Page 1 of (10)  © 2023 All Rights Reserved. 

 

Success Starts With Visibility 
Moving services to the cloud was supposed to make life better by reducing cost and 
complexity while making it easy to spin up new business services and applications at will. 
However, if you’ve implemented a public cloud network, you may be like many others out 
there that are running into security problems, performance problems, and cost overruns. To 
compound the disappointment, your IT team found it harder to pinpoint precisely where 
problems lie (most networks found more than one problem) because you no longer own the 
pipes, or “ethers.” Whatever the problem is, you need to be able to see it to fix it. 

One solution is to only move what makes sense to the cloud, i.e. not everything. This 
means you would have a hybrid (physical on-premises + public cloud) network that lets you 
blend the best of both worlds. One major key to a successful deployment is network 
visibility. In this whitepaper, we’re going to show you how to illuminate your network so that 
you can see what you have been missing. 

Specifically, this paper provides several research-based conclusions in the following areas: 

• How to create network visibility across both the cloud and on-premises 

• Where to locate your monitoring components 

• The need for active monitoring functionality 

See how your IT teams can find (and fix) problems threatening performance and security 
so that you can realize the full value of your cloud investment.  

How to Make a Hybrid Visibility Architecture 
Successful 
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Notable Problems With A Pure Cloud Approach 
As mentioned at the start of this paper, one huge pitfall to watch out for is moving all of your 
IT operations to the cloud. The most prevalent and impactful challenges that organizations 
face in attempting a pure cloud approach are centered around the following three items: 

• Performance 

• Security 

• Cost / ROI 

An Enterprise Management Associates (EMA) study (Network Visibility Architecture for the 
Hybrid, Multi-Cloud Enterprise) found that roughly half of all companies surveyed 
experienced a violation of a security or compliance policy, extended application downtime, 
and unwelcome cloud cost overruns.  

The challenge with performance in a pure cloud approach is two-fold. First, IT must 
maintain a high-quality user experience (UX). Business and cloud services each must meet 
or exceed expectations. Second, operations must continue to run smoothly. IT must remain 
able to monitor, detect, troubleshoot, and avoid performance issues in the cloud. 

What makes this so hard? For one thing, data processing in a public cloud network doesn’t 
work the way it does on-premises. The cloud uses a distributed system with functionality 
spread across multiple servers and serverless processes often widely dispersed 
geographically. These and other differences lead to transmission delays, service 
slowdowns, device malfunction, operating system (OS) failures, and cloud server reboots.  

When it comes to security, moving workloads to public clouds creates blind spots that lead 
to heightened cybersecurity risk and potential compliance issues. Providers may secure 
their own infrastructure, but that doesn’t protect customer instances. Nor will most cloud 
vendors let you install inline security tools (such as IPSs) in their public cloud infrastructure. 

As a result, unforeseen risks like these may confound your security team: 

• Limited reach:  Data once secured in private data centers now moves between 
virtual cloud servers on geographically dispersed hardware where you can’t see or 
protect it. 

• Reduced control:  The inability to test security controls for web-based applications 
and find or prevent configuration errors. 

• Increased API attacks:  Vulnerabilities found in programming interfaces lead to 
increased risk of adversaries exploiting unprotected APIs to access your business 
resources. 

In regard to cloud costs, deploying private and public cloud networks may not be as simple 
as vendors would have you believe. And not surprisingly, complication adds cost. One 

https://getnetworkvisibility.com/wp-content/uploads/2022/09/EMA-Network-Visibility-Architecture-for-the-Hybrid-Multi-Cloud-Enterprise-Analyst-Report.pdf
https://getnetworkvisibility.com/wp-content/uploads/2022/09/EMA-Network-Visibility-Architecture-for-the-Hybrid-Multi-Cloud-Enterprise-Analyst-Report.pdf
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example comes from the attempt to mitigate downtime risk by using a multi-cloud approach 
— where you replicate the same configuration across two or more public cloud vendors. 
This decision only compounds cost and complexity while exponentially increasing risk. It 
takes more time and effort to stand up and operate multiple services which drives initial and 
ongoing costs higher than expected. 

Finally, some functions just don’t work well in a cloud network. Another study conducted by 
Virtana (State of Hybrid Cloud) found that 72% of enterprises that moved their operations to 
the cloud have decided to move at least one application back to an on-premises location. 
This is because an estimated 41% of the applications should never have been moved to 
the cloud in the first place. An IDC survey found a similar result where, “71% of 
respondents expect to move all or some of their workloads currently running in public 
clouds back to private IT environments over the next two years.” 

The key takeaway here is that there are some applications and services that are perfect for 
a public cloud environment and others that should remain in a physical on-premises data 
center environment. Thus, a hybrid network using both types of networks may be a good, if 
not the best, approach. 

The Need For Packet Data 
When creating your visibility architecture, you will need to plan for capturing and using 
packet data. While log and flow data information is useful (especially for trend information), 
only full packet data that can be filtered provides the details to catch hidden security threats 
or performance problems. 

Packet data is the only source of truth, i.e. packets don’t lie. Log files can become 
corrupted, deleted, or overwritten either accidentally or by certain strains of malware. 
Another common thought is to use flow data. Unfortunately, flow data doesn’t provide 
enough detail to isolate most security threats.  

This takes us back to packet data as being the only real source of truth. You need packet 
data details for both threat hunting and performance deep dives.  

Ensuring Visibility Across On-premises And Cloud 
The first thing to do is to design a visibility architecture into your design up front.  When it 
comes to creating any network, you need to see everything that is, and is not, happening 
across your network. Otherwise, you create blind spots.   

Blind spots are places where IT engineers and operations personnel are unable to collect 
monitoring data for performance and security analysis. Obviously, this is bad. If you can’t 
see a problem — how do you know it exists or even what it is? It’s much easier to fix a 
problem that you CAN see. 

https://www.virtana.com/state-of-hybrid-cloud-research-report-feb-2021/
https://www.networkworld.com/article/3664934/idc-enterprises-still-moving-workloads-back-from-the-cloud.html


 
 

 
Page 4 of (10)  © 2023 All Rights Reserved. 

The 2022 EMA research report (Network Visibility Architecture for the Hybrid, Multi-Cloud 
Enterprise) also found that 66% of the companies surveyed failed in their attempts to 
implement a visibility architecture. This means that those enterprises were blind to potential 
problems and probably had encountered quite a few issues. 

To create this visibility, you will need some specific components. First, you will need a tap 
and packet broker at the on-premises location. Physical and software-based virtual taps (or 
switched network analyzer “SPAN” ports), bypass switches, and aggregators work together 
to collect data packets in the physical environment.  

Taps are dedicated devices that capture packets. Unlike SPAN ports, they don’t consume 
valuable switch ports. They also have the following benefits:  

• Taps are dedicated devices that can’t be hacked (because there is no IP address) 

• Taps can often be managed, making administration easier than SPANs 

• Taps don’t drop packets, making them the only viable solution to ensure your tools 
see all of the data  

• SPANs must be programmed and reprogrammed as the network changes, costing 
time and creating potential errors 

Advanced packet broker features include the ability to:  
• Aggregate packets from multiple sources  

• Perform SSL/TLS data decryption so that security tools can look for security threats 

• Filter packets by OSI Layer and send packets to tools based on OSI Layer filtering 

• Load balance packets to optimize monitoring tool utilization   

• Remove duplicate packets and unnecessary header information  

• Generate metadata using NetFlow  

The vendor and model of the packet broker chosen will have a significant impact on how 
well you can optimize your network data. For instance, packet brokers that support 
advanced features often yield the highest ROI. 

Cloud taps are inserted into public and / or private clouds to extend your visibility into 
virtualized networks. These devices can capture and replicate packet data so that it can 
then be sent to virtualized security and monitoring tools. In addition, data packets can also 
be forwarded from the cloud to on-prem tools for decryption and analysis. 

 

 

https://getnetworkvisibility.com/wp-content/uploads/2022/07/EMA-Network-Visibility-Architecture-for-the-Hybrid-Multi-Cloud-Enterprise-Analyst-Report.pdf
https://getnetworkvisibility.com/wp-content/uploads/2022/07/EMA-Network-Visibility-Architecture-for-the-Hybrid-Multi-Cloud-Enterprise-Analyst-Report.pdf
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Figure 1:  Introducing Cloud Taps, Physical Taps, and Packet Brokers to Create Monitoring Architectures 

Where To Locate Your Monitoring Tools 
Monitoring tool solutions are responsible for threat analysis, network and application 
performance management (NPM/APM), and network troubleshooting. There is a vast array 
of specialized tools for every category. The optimal visibility architecture lets you choose 
the best solution on an application-by-application basis, with the flexibility to optimize 
savings and productivity at every turn. 

Placement of your security and monitoring tools is incredibly important to the effectiveness 
and total cost of ownership (TCO) for your solution. For instance, if you still have security 
and monitoring tools in your on-premises location, then you can continue to use those tools 
(and that sunk cost) instead of having to purchase a new set of tools for the cloud. This 
instantly saves you money, especially if you have a multi-cloud environment. Otherwise, 
you will need to buy copies of your security and monitoring tools for each cloud network. 

In typical pure cloud or new service rollouts, companies can choose to analyze traffic in the 
cloud. This helps those companies to avoid the costs associated with sending data back to 
the data center, if they still have their physical data center. Examples include observability 
data like NetFlow and log files but also includes packet data capture tools. 

Operations that continue to exist at physical on-premises data centers can use the existing 
security and monitoring tools located there for data analysis. Examples include IPS, NPM, 
APM, and troubleshooting tools like Wireshark. 
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Figure 2:  The Insertion of Security and Performance Monitoring Tools 

How And Why To Backhaul Data From The Cloud To On-premises 
An alternative approach to maintaining separate sets of security and monitoring tools in 
both the cloud and on-premises data centers is to create a combined architecture. This 
type of architecture allows you to create a hybrid monitoring solution where some 
monitoring tools are located in your cloud instances and other tools are located on-
premises. The benefit of this solution is that it gives you the best of both worlds and allows 
you to optimize your monitoring solution costs. 

If you’re like most companies with a physical data center, you have already made 
substantial investments in on-premises analysis tools housed within regional data centers 
and you want to continue to maximize your ROI for those tools. For example, rather than 
buy and maintain a duplicate set of tools for your new cloud instances, you may wish to 
capture and filter the data in your cloud(s) to remove duplicates, unnecessary headers, and 
other unwanted information. The smaller subset of data is then sent to your physical on 
premises tools, thus reducing the cost of backhauling traffic to data centers. While there is 
a transmission cost to backhauling the data, often based on the amount of data transmitted, 
this cost can be lower than buying virtualized versions of your existing on-premises tools 
(like threat hunting solutions). 

When implementing this type of architecture, there are a couple of key points to keep in 
mind: 

• The cloud tap needs to be able to filter and deduplicate any data before being sent 
to the on-premises packet broker — this reduces back-haul data costs 

• The cloud tap needs to be able to perform dynamic encryption of data for security 
protection while transiting to the on-premises packet broker 
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Figure 3:  Implementing Monitoring Data Backhaul From the Cloud to An On-premises NPB  

The Right Monitoring Tool For The Right Job In The Cloud 
One note, that may not be obvious, is that you want to use purpose-built monitoring 
solutions and monitoring tools. At the end of the day, you want  the right tool for the right 
job, in and out of the cloud. 

Another data point from the 2022 EMA survey (Network Visibility Architecture for the 
Hybrid, Multi-Cloud Enterprise) revealed that only 38% were relying on the native traffic 
mirror services of their cloud providers for this service. The reasons were fairly straight 
forward — cost, flexibility and functionality. 

Costs play an obvious role in the use of monitoring tools. Some cloud vendors may give 
you free tools. But what is that worth, especially when you need packet data, and all that 
their tool gives you is flow data? For instance, you need that packet-based data when 
you’re looking at end-to-end transactions.  

It also costs money to buy virtualized versions of security and monitoring that you may 
already have in your on-premises location. Do you really need to duplicate that cost? Even 
if you write the cloud-based monitoring and tool costs off as an annual OPEX expense, you 
are still paying a lot of money for those monitoring tools in the long run. 

Another issue is that if you have a multi-cloud environment, you often can’t transfer those 
cloud-provider tools to another cloud provider. So, now you have to get used to different 
tools that may not collect the same information in your separate public cloud instances. 
Third-party solutions, however, often work with multiple vendors. This allows you to buy 
one type of packet broker and use it with different providers. 
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https://getnetworkvisibility.com/wp-content/uploads/2022/07/EMA-Network-Visibility-Architecture-for-the-Hybrid-Multi-Cloud-Enterprise-Analyst-Report.pdf
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A hybrid of physical on-premises and a public cloud solution also benefits from using third-
party solutions. In this type of solution, you may want to physically back-haul data from the 
cloud instance to your on-premises tools for deep security or performance analysis. 

The Need For Active Monitoring 
The final piece of the puzzle is an active monitoring solution that lets you proactively test 
both your on-premises and your cloud solutions for performance issues. The Virtana 2021 
State of Hybrid Cloud report found that 36% of survey respondents encountered 
provisioning issues as they migrated to their public cloud instances. Active monitoring can 
help prevent this situation. 

Active monitoring delivers four important use cases for cloud and hybrid cloud networks: 

• Immediately test for application and performance complaints 

• Create network and application performance baselines for on prem and cloud 

• Periodically test cloud performance as applications are moved to the cloud 

• Validate your cloud provider’s SLA performance for an independent assessment 

To get the performance answers you need, you will want to create a proactive cloud 
monitoring solution. Basically, this is a monitoring solution that uses software agents and 
probes that you can place across your cloud and physical infrastructure. Probes can collect 
data either passively or actively to give you an instant status of what is, and what is not, 
happening on the network. 

During a cloud migration process, proactive performance monitoring of both your on-
premises and cloud environments will be useful. Test the performance yourself to 
characterize how it is actually working at all phases. With the right tool, this testing can be 
fairly painless. An alternative is to copy and export cloud data back to your on-premises 
performance monitoring tools (assuming that you are operating a hybrid cloud environment) 
for analysis there. Many organizations that just blindly port services and applications to the 
cloud encounter cloud computing issues quickly, particularly performance issues. 

Business intelligence applications are one example of a problem area. After porting the 
service from your completely controllable on-premises environment to a public cloud 
instance, you may find out that it runs slower (after you receive multiple customer 
complaints). The “lift and shift” concept failed. The result is often an increase in more CPU, 
RAM, and interconnect bandwidth. This creates an unplanned and perpetual cost increase. 

 

 

 

https://www.virtana.com/state-of-hybrid-cloud-research-report-feb-2021/
https://www.virtana.com/state-of-hybrid-cloud-research-report-feb-2021/
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To get a true indication of network performance, network tools (e.g. NPM and APM) need 
to have a good, i.e. large, amount of traffic coming in to them. This often makes you 
dependent upon peak busy hours and so forth. With proactive monitoring solutions, you 
can place probes anywhere in your network to test with whenever you want to. The 
synthetic traffic provides you the network and/or application loading of a “busy hour” and 
the flexibility to perform evaluations during the network maintenance window.  

Your DevOps teams can pretest how an application will perform on the network under load 
before your users do to create faster and better network upgrade rollouts. For instance, you 
can simulate lots of application traffic, a combination of traffic types, and/or lots of different 
protocol usage that could stress test the network without having to wait until the busy hour. 

Once the migration starts, you can measure the ambient latency, throughput, and 
performance problems on a per-hop basis within the network to see how it is performing. 
This lets you analyze both your on-premises solution as well as your cloud solution and can 
be especially important if you have a hybrid solution right now but are in the (often multi-
year) process of transitioning from the physical to the virtual (cloud) world. A proactive 
testing and monitoring approach gives you the confidence that your new application rollouts 
will be successful in any scenario.  

A fourth common problem is that you often cannot natively tell how your applications are 
truly performing or even how your cloud instance is performing. Is it meeting or exceeding 
the SLA that was put in place? Your cloud vendor will probably tell you that it is, but you 
have no independent data for a “check and balance” strategy on what they are delivering.  

A proactive monitoring solution can provide SLA and customer experience information for a 
wide range of applications including voice, video, web services, and critical enterprise 
applications. The information gathered can then be used to inform management about 
which goals are being met. If goals are not being met, you can use the impartial data you 
have collected and contact your vendor to have them either fix any observed network 
problems or give you a discount if they are failing to meet agreed-upon SLAs. 

Proactive monitoring also allows you to perform SLA validation during business hours, 
since it is not service disrupting. This allows you validate the cloud vendor’s SLA 
performance at will.  
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Figure 4:  Incorporating Active Monitoring to Cloud and On-premises Networks 

Conclusion 
Visibility in your network is not optional. You need it to be successful. Failing to build a 
scalable visibility architecture to provide visibility for today and tomorrow could ultimately 
result in limited visibility, leaving your cloud and hybrid cloud networks susceptible to costly 
security incidents and performance problems. The ideal visibility architecture spans and 
bridges the gaps between pure public cloud and traditional on-prem infrastructures and 
provides the packet data missing in most cloud networks. 

Using purpose-built visibility components (like vendor-agnostic taps, physical and virtual 
packet brokers, and active monitoring solutions) enables your teams to see what they need 
to see when, where, and how they need to see it. Better data promotes better monitoring 
and detection, which in turn reduces troubleshooting and forensics efforts while preventing 
missed security threats. Including active monitoring adds invaluable proactive insight into 
real-time and future performance and ROI.  

Consider a hybrid cloud approach to control costs. A hybrid IT solution could, depending 
upon your business particulars, enable you to leverage the best of both (cloud and on-
premises) worlds. This means you move the “right” applications and services to the cloud 
and not everything. The last thing you want is to invest a lot of time and money to move 
everything to the cloud just to move some, or all, of it back. 

 
Reach out to Keysight Technologies and they can show you how to optimize your public 
cloud, physical on-premises, and hybrid cloud solutions. 
 
Learn more at: www.getnetworkvisibility.com. 
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